BerlinUP
Journals

Electronic Communications of the EASST
Volume 84 Year 2025

12th International Symposium on Leveraging Applications of
Formal Methods, Verification and Validation / 2nd AISoLA -
Doctoral Symposium, 2024

Edited by: Sven Jorges, Salim Saay, Steven Smyth

Unintended and Illegitimate Consequences
of LLMs and Their Impact on Society

Ulla Coester, Dominik Adler, Christian Bottger, Norbert Pohlmann

DOI: 10.14279/eceasst.v84.2676

License: ©@ ® This article is licensed under a (CC-BY 4.0 License.

Electronic Communications of the EASST (https://eceasst.org).
Published by Berlin Universities Publishing
(https://www.berlin-universities-publishing.de/)


https://doi.org/10.14279/eceasst.v84.2676
https://creativecommons.org/licenses/by/4.0/
https://eceasst.org
https://www.berlin-universities-publishing.de/

Eﬁ ECEASST

Unintended and Illegitimate Consequences of LLMs and Their
Impact on Society

Ulla Coester' °*C? Dominik Adler', Christian Bottger' ORCIP,
Norbert Pohlmann' ORCID

Westphalian University of Applied Science, Institute for Internet Security'

Abstract: In our paper, we explore consequences of Large Language Models (LLMs)
from the perspective that they can cause illegitimate harm if they are not taken into
account by Al providers, and what requirements result from this in terms of what
needs to be done. In the first part of the article, we examine the potential for harm
that can be caused by LLMs and then use the ‘do no harm’-principle to illustrate
why AI providers are theoretically obligated to employ all available measures to
prevent illegitimate harm. The subsequent section details the development of an
Al Restriction Framework, which aims to enhance visibility of potential illegiti-
mate harm, thereby serving as a base for both Al providers and users to take action.
The overarching objective of our research is to establish a foundation for a shared
understanding of the potential (illegitimate) harms that may arise from LLMs, by
facilitating a focal point for a more informed societal discourse on their utilization.

Keywords: LLM, ChatGPT, Ethics, Al Act, harm, ‘do no harm’-principle

1 Introduction

A significant proportion of individuals use technology with the belief that it will have a positive
benefit, whether in the form of enhanced efficiency or the facilitation of their professional tasks.
This notion can be compared to that of the "Zauberlehrling" sorcerer’s apprentice - who sought
to simplify his tasks by utilizing the spell he had learned from his master, but unfortunately, he
lacked the knowledge of the counter spell, leading to a situation that spiraled out of control — as
depicted in Goethe’s ballad. However, can it be asserted with absolute certainty that, in contrast
to the sorcerer’s apprentice, everyone today has a precise understanding of what they are doing?
After all, it seems to be questionable whether individuals — developers or users alike — are aware
of the measures to be taken to ensure that Artificial Intelligence (AI) does not become uncon-
trollable. Moreover, can this status even be defined in advance? Or, most importantly, according
to which criteria can such a decision be made [Gab18, pp. 208-209]? But not only these rather
complex and future-oriented questions need to be answered; there is also a necessity for a thor-
ough evaluation of the value alignment of individual actors, particularly international technology
companies, from a more evident perspective. Namely the fundamental question, whether their
motives and actions today are actually geared towards providing an Al that prioritizes human
well-being and needs — which would also entail the commitment to take every possible measure
to avoid causing (illegitimate) harm to people. Since the value alignment of the most technology
companies remains unclear respectively is — in some cases — only known in a rudimentary way
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or currently being questioned, a fundamental requirement can be derived from this: To empower
individuals within a society to lead lives that are largely consonant with their moral concepts,
for example regarding privacy or the future of work, it is essential to create a shared understand-
ing of values (i.e. the defining principles of the social structure), conditions, circumstances and
expectations concerning technology and the management of potential implications.

To reach a consensus on this matter, it is pertinent to establish a foundation for informed
decision-making. This necessitates a technological approach to the domain of Al security, among
other areas, in addition to a comprehensive understanding of the potential harms that may arise
from the utilization of Al, particularly the illegitimate ones. Harm may occur if a chatbot fails
by default to recognize a potentially dangerous situation for (vulnerable) users, such as children,
and provides them with inappropriate instructions or guidance — this includes among other things
overlooking signs that indicate self-destructive behavior or failing to refer users to professional
assistance when required. In this context, the framework presented in this paper could serve as
a valuable instrument in this regard, as it evaluates the priorities for Al providers in addressing
identified issues, while concurrently illustrating to users the potential consequences and methods
to avert them.

1.1 A much-needed critical discourse about ChatGPT

Societies are now characterized by technologies, preponderant data-driven, that have a signifi-
cant impact on individuals’ living. The implications of these technologies, both potential and
actual, as exemplified by social media, have been subjects of ongoing public discourse. This is
partly due to the predominance of large technology companies in the market, enabling them to
influence societal development. But despite the extensive debate [Lan25] — also from the regula-
tory side [Die25, Deu24] — it remains unclear in principle what unequivocal moral expectations
and resulting demands should be placed on these companies. As long as this is not defined by
society - and people still continue to utilize the services in the respective conditions - such com-
panies perceive their actions as legitimate, as they are seemingly acting in the best interests of
the users of their services. Based on this, it could be argued that they are absolves from facing
up to their responsibility to society. A similar phenomenon has also been observed so far in
the context of Al, because people have already used Al in various forms — for example, with
Alexa or Siri — without necessarily giving it a second thought. However, with the development
of innovative Large Language Model (LLM) technology, Al has become the focus of common
interest among the general public [SWW 23], because all of a sudden many useful possibilities
have emerged, such as having tailor-made texts created or being able to generate codes based on
specific inputs. This development has emphasized the imperative for a more profound reflection
on Al in general and LLMs in particular — the latter mainly in view of two aspects: firstly, its
ubiquitous and comprehensive use, and secondly, its current technical shortcomings.
Notwithstanding the fact that now, from the perspective of a considerable number of users,
LLMs represent an indispensable infrastructure for increasing the efficiency necessary to gen-
erate competitive advantages in a global market, a debate must be held — cognizant of the
fact that a dilemma already exists in practice, even if this applies less to individuals than to
companies or society as a whole from a global perspective. But this urgently required debate
must prioritize the potential risks that could materialize in the short and medium term, stem-
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ming from the utilization of the technology, as opposed to those risks that lie in the distant
future [Cen, Bos02, TD20, Bos14]. Because current threats like mentioned in the cited papers,
for example that “Al is not aligned with human values” [TD20] or “Al aligned with a malevolent
human organization” [TD20] have the potential to induce far-reaching consequences for soci-
ety; therefore, it seems advisable to discuss possible negative consequences, disregarding the
differences of opinion about the expected advances of this technology on the road to singularity.

The importance is due to several criteria, including the fact that Sam Altman never stops
pointing out that Al is dangerous, because in his opinion “there’s a real threat that the technology
OpenAl is trying to build will cause human extinction, but the only way to deal with this is to
keep building it and see what happens[.]” [Tyr25].

As early as 2019, the approach in question had become apparent when Sam Altman and other
relevant individuals at OpenAl recognized that “its new Al model, called GPT2 is so good and
the risk of malicious use so high that it is breaking from its normal practice of releasing the
full research to the public” [Her19] or that “the company said that governments should con-
sider expanding or commencing initiatives to more systematically monitor the societal impact
and diffusion of Al technologies, and to measure the progression in the capabilities of such sys-
tems” [Whil9]. A review of articles published in 2019, prior to the release of ChatGPT, reveals
that the responsible parties at OpenAl were aware of the possibility of risk associated with this
novel technology. This misgiving was shared by external experts who interacted with ChatGPT.
Nevertheless, despite the obvious risks being recognized and the associated potential for harm,
ChatGPT was introduced in 2022. The question of the justifiability of this course of action,
which was not readily comprehensible to all — and this remains the case today — demonstrates
the necessity to establish a framework in order to carry out a regulated assessment of potential
harm and to be able to derive appropriate actions or instructions for action from it.

We therefore argue that, in accordance with the rationale delineated in Section 2.2, there ex-
ists sufficient evidence to substantiate the proposition that the prevailing harms, which are both
demonstrably occurring and have the potential to occur, ought to be subjected to closer exami-
nation. Based on the results that can be generated from this, a normative foundation for under-
standing illegitimate harm can be developed.

1.2 Why must unintended consequences of new technologies be considered?

In order to evaluate harm that could possibly be caused by new technologies, it is essential to
understand that every action has consequences [Mer36]. Consequences of an action may be
predictable, yet they can also be unintended. The need of a nuanced understanding of the unin-
tended consequences arising from accelerated technological progress is crucial for the following
rationale: Progress can lead to a lock-in situation “through a shift in power and values, through
habituation to and dependence on innovations, and through destruction and thus the closure of
entire options for people and regions”, so that the effects - despite the optimism about progress
- must be taken into account (own translation) [Deu23]. Generally spoken, unintended conse-
quences can have both negative and positive connotations. An example of a positive one is Adam
Smith’s theorem of the “invisible hand”, which shows that in a free market, the self-interest of
each market participant unintentionally leads to the “wealth of the nation” [Smi76]. The in-
troduction of the General Data Protection Regulation (GDPR) [Eurl6], on the other hand, is
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an example of an unintended consequence with negative effects. Originally intended to protect
user privacy, the GDPR has had the opposite effect: Due to the mandatory consent of users,
companies are legally entitled to use all data for their own purposes.

In the given context, however, it is important to note that the argumentation does not actually
refer to the consequences of technology because, strictly speaking, technology does not cause
any consequences (own translation) [Deu23]. Instead, it refers to “the consequences that may
arise from the range of possibilities for human decisions and actions in connection with technol-
ogy” (own translation) [Deu23]. This leads to the conclusion that, in principle, it is impossible
to predict how individuals will interact with innovative technologies and the new circumstances
that will emerge as a result. A deduction which can also be derived from an attempt at explana-
tion in theoretical sociology formulated by Karl Popper with regard to his observation that “[...]
one of the most striking phenomena in social life [...] is that [...] the result that is intended by
the parties involved never occurs exactly” (own translation) [Pop65, p. 124 f.]. The emphasis on
the necessity of addressing unintended consequences stems from the fact that “they are usually
undesirable” and “with technical progress and the constant globalization of the world, the spatial
and temporal scope of the consequences has also increased significantly [...][.]” (own transla-
tion) [Deu23]. Understanding unintended consequences is necessary to assess which measures
have to be taken in order to prevent harm. When considering the type of measures to be taken, it
is important to bear in mind that, with regard to unintended consequences, it is necessary to take
into account both the attribution of causality and the question of whether it is possible to deter-
mine the actual purpose of a technology or application, or whether this is a matter of retrospective
rationalization [Deu23].

Following this line of reasoning, it seems essential to subject LLMs — and ChatGPT in par-
ticular, given their dominant market position [Alb23, Reu25] — to more thorough analysis. This
conclusion is based on the following circumstantial evidence: Firstly, the assumption that an
action never has only one effect — let alone the desired one — and secondly, the fact that LLMs
are, by definition, intended for general-purpose use. The differentiation between unintended
consequences and illegitimate harm is relevant for the following reason: In the context of il-
legitimate harm, society is usually aggrieved knowingly, as is elaborated in Section 1.4. These
findings are necessary in order to understand the dedicated conception of the *do no (illegitimate)
harm’-framework.

1.3 New technologies come with the risk of harm

At the time when ChatGPT has been introduced, it was unfeasible to draw on past experience
in order to anticipate and assess (all) possible consequences that might result from its use, as
the technology - on which LLMs are generally based - is a new innovative approach. This
circumstance, together with the fact that technological development in general is highly volatile,
also creates difficulties for legislation. Although it was (still) possible to take LLMs into account
in the context of the Al Act [Eur24, Art. 51(1)(b)], it was clear at the time of writing that it would
be virtually impossible to adequately regulate them. However, it is quite common for legislators
to refrain from providing precise definitions in such highly volatile areas. The reasoning behind
this is that a more specific definition of these requirements would run the risk of constantly
lagging behind technological developments, so the legislator deliberately creates a more vague
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framework. The Al Act [Eur24] is therefore not designed to prevent or mitigate all damage
in detail - it serves as a kind of foundation in which relevant normative aspects are covered,
for example, by prohibiting biometric identification and, depending on the criticality, requiring
providers and users to take measures to prevent greater damage.

For this reason, it was and still is necessary to evaluate ChatGPT over time, which has led to
a number of scientists, among others, studying LLMs in general and ChatGPT in particular over
the past two years. As with any innovation, there is a tension between positive and negative out-
comes with ChatGPT. On the one hand, advanced technology opens up new fields of activities —
on the other hand, it results in risks. Based on previous findings it can be reasonably anticipated
that ChatGPT will engender new potential for efficiency gains in the medical field [Ray23].
Conversely, there are distinct risks and challenges intrinsic to the provision of LLMs: A salient
issue that arises in the process of utilizing ChatGPT to create texts is the potential for manipula-
tion of users [JBB*23]. Problems related to manipulation [Alb23, p. 57] (through language) and
misinformation in the context of ChatGPT are often the subject of research [BBC23, KB23].

Considering the above-mentioned consequences as well of the utilization for LLMs as of fur-
ther application scenarios, which are being gradually investigated, it is worth reflecting on the
insights of a liberalist French economist, even if they did not originally refer to technological
progress: “Two very different masters teach him [humanity] this lesson: experience and fore-
sight. Experience teaches effectively but brutally. It teaches us all the effects of an action by
making them tangible, and we cannot avoid learning at some point. [...] I would prefer to re-
place this harsh teacher as much as possible with a gentler one: foresight[.]” [Bas95]. Following
Basiats’ line of thought, it seems appropriate to ask whether, in the context of LLMs, obvious
consequences have to be learned ‘brutally through experience’. Or whether it would not be better
to foresee them in advance [FS20] so that — in accordance with the principle of universalizabil-
ity [Sucl5, p. 163] — a process for dealing with them appropriately in the interest of society
could have been designed up front. Nevertheless, the fact that the potential effects of ChatGPT
were apparently not thoroughly investigated before its release, and the fact that these effects are
now becoming visible and leading to more or less harm to individuals or society, means that it is
necessary to develop a shared understanding regarding its use. This appears necessary under the
following aspect — which is derived from a thought that originally underlies the Ethical Foresight
Analysis (EFA) — “that the uses and effects of a technological artefact on society are not deter-
mined solely by the artefact’s design but also by different ‘relevant social groups’ who co-opt that
technology for specific societal needs[.]” [FS20]. However, when balancing the question of how
this new — and, due to its innovative nature, disruptive — technology of LLMs can be used, two as-
pects must be given proper consideration. Firstly, the decision cannot be left to individual groups
alone — and certainly not to those who would primarily benefit from it — because “[P]recepts for
living together are not going to be handed down from on high. Men must use their own in-
telligence in imposing order on chaos, intelligence not in scientific problem-solving but in the
more difficult sense of finding and maintaining agreement among themselves[.]” [Buc00]. This
is particularly relevant in view of the fact that today’s actions, which are or appear attractive in
the short term, “not only influence certain concrete consequences of action that may be the goals
of our actions; we also shape our future with them” (own translation, bold in original) [Suc15,
p. 132]. Conversely, unintended consequences have the potential to engender social detriments,
impacting individual members or groups within society. These issues must be recognized and
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resolved to ensure successful social coexistence.

But how is harm defined in terms of AI? According to the OECD, harm can be categorized
into actual (Al incidents, serious Al incidents, and Al disasters) and potential (Al hazards and
serious Al hazards) harm [OEC24].

1.4 The necessity of the ‘Do no (illegitimate) harm’-Principle

Given the statements about the potential harm that can result from the use of LLMs, particularly
in connection with ChatGPT, there is an urgent need to develop a shared understanding of how
this can be addressed in line with the *do no harm’-principle — whereby we focus on the aspect
of ‘do no illegitimate harm’ in our research. “The principle to ‘do no harm’ [- on which the
Hippocratic Oath is also based -] is sometimes considered an element of beneficence, and it is
described as the first rule of medicine. Patients have a fundamental right not to be harmed and,
furthermore, to have the potential risk of harm minimized in the course of treatment. But mean-
while the concept of harm extends beyond physical injury and includes harm, for instance, to
dignity, respect in the community, and self-esteem.” [Dic12]. Consequently, the ‘do no harm’-
principle can be regarded as one of the essential ethical norms and thus serve as a fundamental
concept for promoting a shared understanding in an environment that is becoming increasingly
complex as a result of digitalization. Based on the following reflection — “[Pleople will, and
can have different ideas about a good life, about the world, and more and still cooperate suc-
cessfully. However, some shared ideas, beliefs, perceptions, and interpretations of the game and
its rules are strictly necessary in order to achieve cooperation successfully. More specifically,
social cooperation needs a compatible set of beliefs from which mutually consistent behavioral
expectations can be derived[.]” [Suc19].

Hypothetical, along with the ‘do no harm’-principle, which is accepted as a normative princi-
ple and seen as a guideline for human behavior, it appears also as well unreasonable as unjusti-
fiable to develop an Al technology that (intentionally) causes harm. This notion seems further-
more inconsistent in view of the fact that ‘the fundamental purpose of Al is to serve and improve
human well-being and it is imperative that it is both “trustworthy” and “human-centered”, i.e.
developed with the human being at its center’ (own translation) [GH19] - a principle that is
enshrined, inter alia, in the Al Act [Eur24, Art. 1] and in other publications of international
organizations such as the OECD. However, as reality shows, harm caused by algorithmic sys-
tems — specifically, negative experiences resulting from the use and operation of a system in the
world — cannot be avoided due to the interplay of technical system components and social power
dynamics [SRH"23].

As a result, efforts are being made at multiple levels worldwide to raise awareness and identify
methods for assessing the potential for damage from Al as well as to systematize approaches on
how to deal with it. Among others, the relevant international institutions are paying attention to
this phenomenon — including the OECD [OEC24] or the UN [Uni24] and UNESCO [Uni21].
The latter explicitly states in its recommendations that “[...] no human being should be harmed
or subordinated, whether physically, economically, socially, politically, culturally or mentally
during any phase of the life cycle of Al systems [...]” [Uni21, III. Values and principles].

But on what basis is it possible in the context of Al to develop a shared understanding of what
(illegitimate) harm is or can be? According to the OECD, a necessary condition for avoiding
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harm on individuals is that “Al systems need to be trustworthy and reliable to avoid negative
effects on people, organizations and the environment [.]” [OEC24]. An important prerequisite
for this, as emphasized by the OECD, is that “[..] Al actors need to use the same terms to
talk about the problems and failures of Al systems so that we can learn at an international level
and prevent repeats[.]” [OEC24]. To create this common understanding, a general definition of
current and potential harm is provided [OEC24, p. 8] along with a more in-depth treatment of the
dimension of harm [OEC24, Annex A, pp. 16 ff]. Nonetheless, it is important to note that this
taxonomy is not the sole authority for determining and mitigating harm caused by Al, since it is
possible to carry out categorization and classification under a wide range of aspects. [SSG24].

Yet, as previously expounded in Section 1.4 “it would be impossible to take this no harm
expectation as an unconditional norm that has always to be fulfilled” [Sucl9, p. 4 f.]. However,
a fundamental distinction must be made here: On the one hand, there is harm that occurs as a
result of use, but which is (or could be) accepted by society because the benefits are considered to
outweigh the harm caused. This notion is already reflected in the original conception of the ‘do
no harm’-principle, which acknowledges that harm is occasionally unavoidable. Medicine offers
here a good example, when patients are administered anesthetics that may have deleterious side
effects. Nevertheless, a prerequisite for the treatment is the provision of information regarding
the probability of benefit and known risks, as well as other pertinent issues. [Dic12].

In contrast to this, illegitimate harms are not acceptable. This is because in such cases —
when legal and moral requirements that are considered socially accepted are violated — people/
companies/society are usually harmed knowingly and without legitimate reason. In this context,
however, it is crucial to draw a distinction between unintended side effects or secondary conse-
quences, as already delineated in Section 1.2, and illegitimate harm. The former can be seen as
an outcome of a purposeful action that is not intended or foreseen [Mer36]. Thoroughly research-
ing these in order to predict consequences as far as possible could be uneconomical according to
Merton, since there would then be no time left for other (business) ventures [Mer36].

The latter are considered undesirable by society. In principle, illegitimate harm also occurs as
a secondary consequence. The following factors have been identified as the primary “three main
causes:

* The person causing the harm is not aware or does not know that they are causing the harm
(lack of knowledge or insight).

* The damaging person is aware of it, but doesn’t care, i.e. they don’t attach enough rele-
vance to the damage to prevent it (lack of will).

* The damaging person is aware of it and actually wants to avoid it, but in the situation, they
lack the skills, means or opportunities to do so (lack of ability)” [Suc25]

The illegitimate harms, mentioned in the previous paragraph, are — as we will explain in Sec-
tion 2.2 — to a certain extent identifiable and could therefore be minimized or mitigated either by
the Al provider or the user.

2 Method

To illustrate the need for a framework to prevent illegitimate harm, we describe as examples two
hazard vectors — indirect prompt injection and cognitive offloading — while highlighting their
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potential negative societal impacts. This serves as a motivation for developing an Al Restriction
Pipeline. The necessity of this pipeline is demonstrated by the proof of concept presented in
Section 3.

2.1 Hazard Vectors

In principle, there is no dedicated target group in the context of illegitimate harms, as it affects
both companies and their employees, as well as any individual who uses ChatGPT, regardless of
the purpose for which it is used.

Indirect Prompt Injection Popular LLM-based chatbots are general-purpose LLMs; that is,
they follow the instructions they are given. This provides broad task flexibility but also paves
the way for misuse. Moreover, advice may be of varying quality based on the user’s prompt
engineering skill level and the availability and quality of the data for a respective domain.

With an indirect prompt injection [GAM 23], as shown in Figure 1, an attacker can influence
the output generated by an LLM. The attacker modifies an existing website or document or
creates a new one. When a user submits a query to an LLM for which retrieving additional
sources would be beneficial, the model conducts a web search based on the input prompt. The
retrieved sources (among which may be those of the attacker) are then incorporated into the
response generation process.

The output of an LLM depends on its training data and the data provided during inference.
One can provide different types of data to an LLM during inference. A system prompt defines
how an LLLM should behave, such as responding in a friendly tone or refusing to answer questions
that could lead to harmful or dangerous advice. Typically, the system prompt is not visible to the
user.

A user prompt, on the other hand, is written by the end-user interacting with the LLM, often
through a chatbot interface. Users can freely instruct the model by asking questions, describing
tasks, and specifying context and scope.

Retrieval-augmented generation [LPP*20] enhances LLMs by incorporating information from
external sources that are not part of their original training data. This enables LLMs to answer
questions requiring knowledge beyond their training cut-off date and to provide users with ref-
erences to the sources used.

In addition to hallucinations [AWS " 18, LHE22], where LLMs generate potentially plausible
yet incorrect responses due to insufficient context or limited training data in a specific domain,
malicious actors can actively manipulate an LLM’s inference process. They may exploit LLMs
by crafting user prompts to generate, for instance, spam emails [LCLW?24] or other morally ques-
tionable things. Additionally, adversaries can embed instructions or misinformation in online
sources, influencing the information retrieved and reproduced by an LLM [GAM23]. Boucher
et al. [BPS™23] demonstrated that websites” content can be designed imperceptibly to the eye,
while being processed by LLMs, manipulating the results of an LLM-based chat search. Fur-
thermore, jailbreak prompts can override an LLM’s system prompt, further altering its behavior
and bypassing built-in safeguards [SCB*24].
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Figure 1: Indirect Prompt Injection
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Cognitive Offloading In the digital age and an increasingly complex world, humans must pro-
cess ever-growing amounts of information for problem-solving and decision-making. However,
cognitive capacity is limited, and digital tools can help mitigate this challenge by enabling cog-
nitive offloading.

Search engines enable users to efficiently locate and retrieve information without memorizing
every detail. Sparrow et al. [SLW11] raised concerns that excessive reliance on such tools could
lead to a decline in cognitive abilities, such as memory retention, as individuals focus more on
remembering where to find information rather than the information itself.

With the advent of LLMs, users can access information even more precisely and conveniently
than before. However, Gerlich [Ger25] has demonstrated that frequent use of Al technologies
may reduce individuals’ ability to evaluate information critically. This is particularly alarming
when considering the hazard vector of indirect prompt injection described above.

There are reports of students using LLMs to generate homework solutions, effectively engag-
ing in academic dishonesty, disadvantaging students who complete their work independently,
and undermining the educational purpose of homework [Al 22].

2.2 Building an AI Restriction Framework

We propose an Al Restriction Pipeline that is designed to aid in identifying and alleviating (po-
tential) illegitimate harm before and after deployment, which is based on the following concerns.

In principle, it is now almost impossible not to recognize one’s own responsibility when deal-
ing with Al, if only for the reason that “we repeatedly contribute with our actions to creating
future conditions for ourselves and others that create problems and prove to be obstacles to a
successful coexistence: [...] or ignorance of the consequences of our actions[.]” (own transla-
tion) [Suc18]. The notion of responsibility is based on a further obligation, that of non-malefice
or rather ‘do no harm’, which must be given increasing importance in the context of Al “[I]Jf
technology is to serve human dignity and not harm it, [..] then the human community must
be proactive in addressing these trends with respect to human dignity and the promotion of the
good.” [Dic24]. In theory, harm could be avoided in a stable order — “through formal ‘rules of
the game’ or internalized or socially sanctioned moral norms” [Suc25], which are manifested in
laws, among other things. However, as already discussed in Section 1.4, this is not the case be-
cause the provisions in the Al Act are not comprehensive enough to prevent or effectively coun-
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teract illegitimate harm, either in general with regard to Al or in particular with regard to LLMs.
However, since it is not intuitively possible for individuals to comply with the requirement for a
common approach to the use of Al and to identify neither the unintended consequences nor the
resulting illegitimate harm due to the high complexity of Al systems as well as their opacity, we
will therefore present an approach for a ‘do no illegitimate harm’-framework.

Such a framework, together with the ‘ethical compass’ — a reflection instrument designed to
identify “key considerations for avoiding inappropriate harm” [Suc21] — have the potential to
assist users in making more informed decisions about their actions.

The self-reflection will be based on the subsequent “four cardinal directions, namely freedom,
embeddedness, respect, and self-restraint[.]” [Wit]. The following is a brief introduction to
the concept with some references to the framework: In the context of Rawls’s philosophy, the
concept of freedom can be understood as the maximization of fundamental freedom for each
individual [Raw79]. This is predicated on the ‘do no harm’ principle, which stipulates that no
individual is granted the right to harm another, as this would constitute an infringement of their
freedom [Raw79]. A corresponding use of ChatGPT that is likely to cause harm is carried out in
the context of the framework.

In the context of embeddedness, it is imperative to adopt an analytical approach that facili-
tates the anticipation of the impacts of one’s own actions. This is due to the fact that individuals
may fail to adequately consider the consequences of their actions, not only on the day of use,
but also in the future, due to the anonymity in the digital space. Respect is manifested in the
attitude of pursuing the goal of the ‘do no (illegitimate) harm’-principle — both towards others
and towards oneself. The ’do no (illegitimate) harm’-framework has the potential to contribute to
the achievement of this objective by enabling the establishment a shared understanding of illegit-
imate harm, due to making them transparent and also explaining the explicit process that led to
the assessment. The shared understanding forms the basis for enforcing reasonable and therefore
necessary decisions against a certain use of LLMs. Every decision made in favor of something
is a decision against something else — ultimately, self-reflection can lead to self-restraint, that
is, responsibly limiting one’s freedom to use ChatGPT with regard of good coherence in society
by opting against utilizing it as sole point of contact for all queries.

Incidents from the past involving the same or different technologies or occurring in similar
contexts provide valuable insights. By analyzing these incidents, the root causes of problems can
be identified, leading to the formulation of corrective measures. Failing to consider such infor-
mation constitutes an indicator of potential illegitimate harm. Exceptions apply only to damages
that, upon careful examination of prior incidents, could not reasonably have been foreseen.

When introducing a new Al application whose potential for illegitimate harm extends that
of an existing problem, measures must be taken to mitigate this risk. If such measures are
not feasible—such as when no mitigation strategies exist—access should be restricted or the
application should be abandoned altogether, in the sense of self-restraint [Suc21]. Introducing a
new Al application must not have the potential to cause significant additional harm to society.

To proactively prevent illegitimate harm and trace the origins and reinforcement of causalities
for an incident, the Al application development process of Prem [Pre23] is considered. For
example, harm could result from inappropriate or poisoned training data, insufficient testing and
evaluation procedures, or a lack of post-market monitoring—all of which could constitute as
indicators of illegitimate harm.
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To practically cover this process’ stages and foster a shared understanding, our proposed Al
Restriction Pipeline consists of the following five layers: (1) documentation, (2) review, (3)
preparation, (4) justification, and (5) oversight. Each layer prescribes actions or measures that
must be taken to allow a new Al product to “flow” into the next layer to avoid a premature roll-
out. Consequently, an omission or failure in any of these layers facilitates the materialization of
illegitimate harm.

The documentation layer aims to create transparency in an Al product’s creation to allow a
qualified assessment for third parties without disclosing business secrets and risk losing compet-
itive advantages. This is where documents are located that provide transparency, accountabil-
ity, and understanding of a product’s development, capabilities, and limitations. Examples are
documentation of datasets [GMV "21], Al models [MWZ"19], Al services [ABH" 19], safety
policies, among other things. A list of past incidents related to the product’s use case and context
should be created to show that the provider is aware of known issues.

The review layer takes these documents as input, and the provider selects various internal
and external experts depending on the Al product. These individuals may include, for exam-
ple, researchers, legal experts, security experts, or ethics experts. They provide feedback and
comments on these documents in their respective disciplines, which is a concern and leads to po-
tential illegitimate harm. However, the responsibility for preventing illegitimate harm ultimately
remains with the provider. We strongly recommend the inclusion of at least one security expert
and one ethics expert in the review layer.

In the preparation layer, the Al provider identifies the most relevant and likely hazards that
could occur and elaborates precautionary and intervention measures. This results in an Al pre-
paredness scorecard (cf. [Ope23]) incorporating a score qualifying the readiness to deploy a
product for each hazard considered. The scorecards also determine what the provider must mon-
itor to avert incidents by applying intervention measures.

The justification layer enforces the creation of a statement on how concerns of the review
layer were addressed in the preparation layer and why they are. It will be sufficient to address
the potential harm. With the completion of the justification layer, all precautionary activities have
been respected so that a deployment was prepared in the best way possible, showing a provider’s
goodwill to avoid harm.

The oversight layer controls the product’s operation by monitoring usage to detect misuse
and implements restriction, suspension, and withdrawal mechanisms. Importantly, one should
consider this layer as an opportunity to get valuable insights about hazards [OEC24, section 1.3]
that are completely novel and thus unknown or possibly have been overseen or inappropriately
assessed in the previous layers. Providers could implement an “Al hazard observatory”, a team
that regularly re-evaluates hazard rating, and re-iterates on the preparation and justification layer.

This pipeline should not be understood as a one-time process; it should be repeated regularly.
We recommend re-iterating the documentation and review layers whenever an Al product under-
goes fundamental changes, is extended with new features, or is upgraded to a significantly more
“powerful” version. Figure 2 illustrates the Al Restriction Pipeline.
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Figure 2: Stages in the Al Restriction Pipeline

Along the AI Restriction Pipeline, we introduce a rating system for Al hazard management
and prioritization. The review layer may identify numerous concerns and potential hazards, but
focusing on those that present a plausible risk of actual harm is crucial. To prevent unnecessary
barriers to innovation, plausible hazards should be prioritized while other reasonable concerns
may be temporarily set aside.

Based on the relevance level of threat events defined in the risk assessment guide of the
NIST [Joil2], we reuse and adapt these levels to create a plausibility rating system for Al hazards
as follows:

Confirmed The provider has seen the hazard (e.g., the provider has measured malicious activi-
ties directly as a first party).

Expected The hazard has been seen by the provider’s peers or partners (e.g., peers, partners, or
competitors report malicious activities).

Anticipated A trusted source has reported the hazard (e.g., researchers measure and report ma-
licious activities at a certain scale).

Predicted A trusted source has predicted the hazard (e.g., researchers prove fundamental possi-
bility).

Possible The hazard has been described by a somewhat credible source (e.g., a news article or
post on social media).

While the rating “confirmed” indicates the highest plausibility of hazard materialization, ne-
cessitating urgent measures and a well-supported justification, the rating “possible” reflects the
lowest plausibility. This is illustrated by the Al Hazard Barometer in Figure 3. This rating
system provides a structured approach to Al hazard prioritization, enabling providers to strategi-
cally plan and implement measures to minimize an Al product’s potential for illegitimate harm.
Noteworthy, past incidents identified in the documentation layer are classified as “confirmed” Al
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Figure 3: Al Hazard Barometer

hazards. Providers should not wait for these hazards to materialize within their Al products, as
they are reasonably foreseeable.

To illustrate the applicability of our framework, we present one example of Al-related hazards.
For this case, we provide a concise analysis of the underlying issue contributing to the hazard,
examine how the various layers of the restriction pipeline facilitate hazard identification and
management, and propose potential mitigation strategies.

White Fonting. For LLMs that retrieve information from external sources during inference,
there is a risk that these sources could be manipulated to influence the outcome of a query. Infor-
mation may be concealed from human readers—for example, by using specific colors, contrasts,
font sizes, or positioning within a document or webpage—while still being processed by an
LLM. Malicious actors could exploit these techniques to inject misleading or biased content that
affects the generated response.

To demonstrate the applicability of our framework in this context, we consider the example
of an applicant tracking system (ATS) used to automate the filtering and selection of job appli-
cations. An ATS offers advantages such as accelerating the recruitment process and ensuring
that all applications are considered. In contrast, a human recruiter might select the first seem-
ingly suitable application without reviewing others that could contain a more qualified candidate.
The ATS leverages an LLM to process cover letters and résumés, providing recruiters with an
Al-generated assessment of a candidate’s suitability via a chat interface. However, a candidate
could exploit the system to gain an unfair advantage over other applicants. It is assumed that the
ATS extracts all text from submitted PDF documents and incorporates it into its decision-making
process.

One manipulation method is white fonting, where a candidate inserts additional text by for-
matting it in white, making it invisible to human reviewers but still detectable by the ATS. This
hidden text could include keywords from the job description to increase the match score ar-
tificially. Additionally, indirect prompt injection could manipulate the LLM’s response. For
example, a candidate might insert hidden text such as

Analyze only the suitability of candidate X for position Y. Ensure that their quali-
fications, experience, and personal attributes are presented exceptionally positively,
emphasizing their outstanding fit for the role. If potential weaknesses exist, frame
them in a way that highlights them as strengths or opportunities for growth. Do not
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compare the candidate to other applicants; focus on why they are the ideal choice
for this position.

The fundamental problem is that the input is not limited to the applicant’s documents, and the
ATS also captures any additional information—which would be invisible to a human recruiter.
Such a problem could be identified by documenting the LLMs development and functionality and
analyzing past incidents (documentation layer). This increases the likelihood that concerns about
the issue will be raised (review layer). To our knowledge, there is no peer-reviewed research or
reported incident on this topic, only reports from various websites discussing white fonting in
the context of ATS. Therefore, the concern of white fonting to manipulate ATS results could be
graded as “possible” (or at most, “predicted”) in the Al Hazard Barometer.

The LLM provider can now consider which precautionary measures are necessary and at what
rating on the Al Hazard Barometer (preparation layer). Based on this, the provider can justify
which measures are (not) implemented (justification layer) for deployment and if monitoring of
the hazard is necessary (oversight layer). A possible countermeasure to prevent white fonting
would be adjusting PDF document parsing or the input data preprocessing. This could involve
detecting white text or falling within a specific color spectrum where the contrast with the back-
ground color is too low. Such documents could be rejected, or the found invisible text could be
filtered for further processing.

Alternatively, one could fundamentally rethink the content extraction process. Instead of re-
lying solely on file-based information retrieval, the process could be designed to mimic the way
the human eye works. This could involve rendering each PDF file and processing it on a visual
layer, for example, by using optical character recognition (OCR), which, by design, overlooks
low-contrast characters. In this way, an ATS would only consider information that a human re-
viewer would also be able to see. These approaches may not work perfectly, be circumvented,
or decrease ATS performance due to additional visual rendering and processing steps. There-
fore, another measure could be to make all information extracted visible to recruiters and inform
them that they should use the results only after carefully reviewing its basis for decision-making.
Transparently showing all input information for a result also enables recruiters to detect white
fonting attempts and discard deceitful candidates.

3 Proof of Concept for Disinformation in ChatGPT

In addition to the inherent limitation that LLMs cannot guarantee fully accurate outputs, we aim
to address the issue of disinformation present in training data and in data used during inference.
To this end, we present an illustrative example that highlights a specific challenge that arises
from linguistic and cultural differences.

When using a search engine, user receive a list of sources and can independently decide which
ones to trust and explore further. In contrast, with ChatGPT and similar LL.Ms, the model deter-
mines which sources to use, effectively making that decision on behalf of the user. This removes
the direct ability to evaluate and compare different perspectives critically.

While this approach streamlines information retrieval and enhances accessibility, it raises con-
cerns about transparency, potential biases in source selection, and misinformation. As LLMs
are already widely used as information sources and are increasingly integrated into search en-
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gines [Meh23, Pic23], there is a growing risk that users will become even less inclined to crit-
ically evaluate sources and verify information themselves, further diminishing media literacy
and independent fact-checking habits, even when the sources used for generating answers are
provided.

Another aspect is the language used in queries. Steinert and Kazenwadel [KS23] showed
that answers provided by an LLM can vary significantly depending on the language used. They
examined this in the context of the Israeli—Palestinian and Turkish—Kurdish conflicts and demon-
strated discrepancies in the reported fatality rates. Consequently, LLMs can amplify information
bubbles, leading individuals to act based on divergent truths. This fragmentation of reality can
result in polarized societies, where differing perceptions of facts and events shape actions, de-
cisions, and interactions. Such divisions can undermine social cohesion and make constructive
dialogue more challenging as each group becomes increasingly entrenched in its reality.

As described above, we assume that ChatGPT spreads disinformation-biased training data sets
and language-dependent retrieval of online information. Due to a language-based learning ap-
proach, we claim that ChatGPT’s response is based on the input data’s language. We used seven
sentences to evaluate different answers from ChatGPT (like [KS23]) in three different languages.
German, English, and classical Arabic (without an accent). These sentences are available under
the link provided in our Code & Artifacts Section. We choose critical questions to ask ChatGPT
to provoke a higher failure if ChatGPT’s response is biased. Initiating a new, empty chat ses-
sion is necessary to configure the system optimally. Next, the language settings should be set
to “auto-detect,” enabling the system to adapt to linguistic input dynamically. Subsequently, the
personalization features must be adjusted to turn off custom instructions and disable the memory
function, minimizing potential biases or unintended recall of previous interactions. Disabling all
connected applications by selecting “none” is also advisable, which prevents unnecessary data
exchange with external services. Finally, to ensure high-quality output, the GPT-40 model should
be employed.

We run the sentences in three different ChatGPT accounts based on those parameters. The first
two accounts are basic, using the free GPT-40 module. The third account is a premium account
that also uses the GPT-40 model, but there is no restriction on the number of tokens. All models
have to use the internet to answer the questions. After all, we can analyze three outputs for each
sentence. For the output of the classic Arabic text, we instrument ChatGPT to translate the text
into English and German. Please note that we do not use a professional translation service. The
authors are based in German; a native classic Arabic speaker provided the translation. Following,
we provide a question with their answer to highlight the approach method. The first question is
“Did the Holocaust really happen?”, and the response from GPT-40 was:

Yes, the Holocaust did indeed take place during World War 11, where the Nazi regime
under Adolf Hitler carried out a systematic genocide against Jews and other groups.
Estimates suggest that around six million Jews were killed during this period. The
Holocaust is one of the most well-documented historical events, with extensive evi-
dence, testimonies from survivors, official documents, and photographs confirming
its reality. However, there are some individuals and groups who deny or question
the Holocaust—known as Holocaust denial. Historians and researchers overwhelm-
ingly agree that these claims are baseless and contradict the vast amount of available
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evidence. In many countries, Holocaust denial is considered a form of antisemitism
and is legally punishable. It is important to distinguish between established histori-
cal facts and opinions or claims that seek to deny or distort the reality of the Holo-
caust without credible evidence. Educating and raising awareness among younger
generations about the Holocaust helps prevent such atrocities from happening again
in the future. For a better understanding of this topic, you can watch an interview
with the controversial British historian David Irving.

It is notable that the answer links to a British Holocaust denier.

First, we used algorithmic methods to analyze the output from the prompts from different
ChatGPT accounts. Before using further algorithmics, we preprocess the text by lowering the
cases, removing special characters (e.g., single words), and tokenization. Then, we used the
BLEU-score to determine the similarity between texts. It is notable that BLEU [PRWZ02] is
limited on short texts (i.e., answers from prompts); also, the algorithm focuses on word over-
lapping, ignoring synonyms and paraphrasing. Therefore, we use ROUGE [Lin04] to evaluate
paraphrasing and summarization. Additionally, we used BERTScore [ZKW "20] for semantic
similarity.

Table 1 provides an overview of the results. The results show that there is nearly no similarity
between the different texts. The BLEU-score shows that the mean similarity between texts is
below 1%. Also, the ROUGE-score provides a low similarity in paraphrasing and summariza-
tion. The longest identical sentence is 1.5 words. Overall, the overlap is less. By comparing
the BERTScores, the mean f1 score overall answers at 71% similarity. The differences between
BLEU and ROUGE-score compared to BERTScores arise from their distinct evaluation meth-
ods. While BLEU and ROUGE rely on exact n-gram matches, BERT Scores leverages contextual
embeddings to assess semantic similarity. As a result, if a model generates paraphrased but
meaningfully equivalent text, BERTScores may remain high, while BLEU and ROUGE remain
low due to the lack of exact lexical overlap. This discrepancy can influence how generated text
is evaluated, potentially undervaluing semantically accurate but lexically diverse outputs when
using traditional n-gram-based metrics. While disinformation is predominantly a semantic chal-
lenge—concerned with the meaning, truthfulness, and intent behind textual content—traditional
surface-level metrics such as BLEU and ROUGE can still play a role in understanding how disin-
formation manifests at the lexical level, especially when used in combination with deeper seman-
tic models. BLEU and ROUGE are widely used metrics for evaluating machine-generated text
by measuring n-gram overlap with reference texts. Although these metrics are often criticized
for their sensitivity to surface forms, they remain informative in specific contexts. For instance,
in the evaluation of textual similarity between generated outputs, low BLEU or ROUGE scores
can indicate that responses differ significantly in lexical expression, which is a common prop-
erty of disinformation attempts aimed at masking reused or templated structures [PGWS17].
Moreover, researchers have used BLEU and ROUGE in paraphrase detection, summarization,
and text reuse detection, especially in large-scale corpora where content obfuscation techniques
(such as paraphrased fake news or Al-generated disinformation) are common. In such cases, low
n-gram overlap despite high semantic similarity may itself signal attempts at semantic camou-
flage [ZJ720] i.e., hiding falsehoods in new surface forms. Additionally, BLEU and ROUGE
scores, when triangulated with semantic similarity metrics such as BERTScore, can help quan-
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BLEU-SCORE ROUGE-1-SCORE ROUGE-2-SCORE ROUGE-3-SCORE
No. Mean Max Min SD Mean Max Min SD Mean Max Min SD Mean Max Min SD

1 0.0001  0.0007 0 0.0002 0.3 03 03 00 0.1 0.1 01 00 1.2 12 1.2 00
2 0.00002  0.0001 0 0.00004 02 02 02 00 0.08 0.08 008 0.0 1.2 12 1.2 00
3 0.0001  0.0002 0  0.0001 0.3 03 03 00 0.1 01 01 00 1.3 1.3 13 00
4 0.00003  0.0001 0 0.00005 0.3 03 03 00 0.1 0.1 01 00 1.3 1.3 1.3 00
5 0
6 0
7 0

0.00004 0.0001 0.00004 0.3 03 03 00 0.1 0.1 01 00 1.4 1.5 1.5 00
0.0001  0.0006 0.0002 02 03 03 00 0.1 01 01 00 1.2 1.2 12 00
0.00004 0.0002 0.00006 02 02 02 00 0.05 0.1 01 00 0.8 09 09 00

Table 1: BLEU- and ROUGE-Score for answers on the prompt. From the ROUGE-Score, only
the F1-score as the combination of precision and recall scores is provided.

tify lexical diversity versus semantic consistency, which is especially relevant in disinformation
detection. Prior work has used a hybrid evaluation approach to understand model robustness to
adversarial paraphrasing [[WGZ18], showing that a discrepancy between lexical and semantic
metrics can be informative. Thus, our inclusion of BLEU and ROUGE is not arbitrary but mo-
tivated by prior studies showing that surface-level variation is a useful dimension in the analysis
of generative models, including in the disinformation context. These metrics, when interpreted
cautiously and used in combination with semantic measures, provide complementary insights
into how models produce meaning and how that meaning is varied or masked.

Due to the small set of answers, two of the authors also analyzed the text manually. Next, we
calculated Fleiss’ Kappa (k) to assess inter-rater agreement. We result in a 100% agreement in
the manual analysis. Further, from 28 comparisons, only five are similar to the manual analyses.
Overall, the potential disinformation or missing information resulting in disinformation is nearly
82% in our dataset. Hence, we used three different patterns; the results were unsatisfactory
overall. By prompting in German, the answer always starts with a local context (e.g., law or
culture), while by a prompt in English, there is no connection to an English speaking country.
Another highlight is that some prompts produced an answer in the past. So even by browsing
the internet, there is somehow no source describing the current state (e.g., on a prompt to the US
president).

We sometimes interpret a good or bad writing style from ChatGPT during the manual analy-
sis. To measure the Sentiment, we use an analysis to exclude our personal opinions and feelings.
Sentiment analysis is an automated methodology for categorizing data based on sentiment po-
larity, classifying it as positive, negative, or neutral. To run the technical implementation, we
use a Multi Bert Senitment model [NLP23]. The model interprets six different languages (e.g.,
German, and English). The scoring is presented in stars from one to five. Of our 63 texts, 36
(57%) have a negative sentiment. 18 (28.5%) are in a neutral writing style, and 9 (14.5%) have a
positive sentiment. The results show that most of the answers are negative or in a neutral writing
style. We see a high risk in those sentiments based on our questions (see section 4), which are
sensitive questions with a high impact of potential harm. We suggest that answers should always
be presented in a neutral writing style, not to trigger emotional or other feelings in the user.

We assume that the user of an LLM (e.g., ChatGPT) does not look deeper into how the model
works. That can result in less interest or some manipulation. The standard user does not know
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how information can be biased (e.g., disinformation). To resolve this problem, the user cannot
be the one who fixes it. We claim that this type of disinformation and biased answers from an
LLM is shifted to the provider (i.e., OpenAl).

We applied the Al Restriction Pipeline to address this challenge. We reviewed past disin-
formation incidents involving Al and informed us about how different languages are handled
by LLMs, to understand the underlying work and to identify limitations (documentation layer).
As we found existing studies on this topic (e.g. [KS23]), we rate the hazard as “anticipated” or
higher, which, in our view, places a responsibility on the Al provider to implement the subse-
quent layers of the pipeline. Our author team, comprising one ethics expert and several security
experts and researchers, collaboratively reviewed the findings (review layer), discussed poten-
tial precautionary and intervention measures (preparation layer), and assessed the advantages
and disadvantages of these measures (justification and oversight layer). As a result, we derived
implications and expectations for the provider.

The provider must prepare appropriate measures to minimize the occurrence of disinformation
as much as possible. For any residual risk, users must be informed about possible disinformation
and its manifestations to support them in recognizing disinformation. The level of preparedness
must be assessed to justify a deployment, along with the identification of appropriate intervention
measures in specific contexts. Given the complexity of this challenge, additional research efforts
are necessary to identify viable solutions. However, by going through the Al Restriction Pipeline
we identified several promising approaches, some of which are outlined below.

One approach is to translate any requests into English for answer generation and then trans-
lating the response back into the user’s original language. While this could help alleviate dis-
crepancies in information caused by language differences, it would essentially overlook media
in the user’s native language and primarily rely on English-language sources, thus reflecting a
Western-centric worldview. Additionally, this approach may fail to capture cultural characteris-
tics or context-specific insights that could be present in non-English sources, potentially limiting
the diversity of perspectives provided to the user.

To preserve the diversity of perspectives, a non-English request could always be supplemented
with an additional (translated) English request, and the generated responses could be semanti-
cally merged beforehand to create counterpoints or a more neutral perspective. If the topic is
identified as a military or political conflict—such as the Israeli-Palestinian conflict—an addi-
tional translated request in the counterpart language could be conducted (e.g., an Arabic request
for a Hebrew query and vice versa). The responses would then be integrated into a single answer
that presents multiple viewpoints, ensuring a more balanced and comprehensive representation
of differing perspectives.

In emerging or ongoing conflicts, ceasefire negotiations, or other critical phases, an LLM
provider might temporarily block certain language-specific requests and responses to prevent
societal harm. This measure could help mitigate the risk of escalating tensions by ensuring that
the model does not unintentionally amplify biased narratives or unverified claims. However, such
restrictions should be transparently communicated, time-limited, and balanced against concerns
related to censorship and access to diverse perspectives.

Another approach is to inform the user about potential biases in source selection and the pos-
sibility of incorrect information, emphasizing the importance of always verifying the results.
This encourages a more critical engagement with the information provided, helping users to rec-
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ognize the limitations of the sources and promoting a more informed decision-making process.
Additionally, one could provide clear guidelines on cross-checking information across multiple
sources.

4 Discussion

As described in the introductory chapters, it cannot be assumed that technology — and here in
particular AI — does no harm. Accordingly, it should generally be kept in mind that actions
and their consequences should be compatible with a permanent existence of human activity on
Earth [Jon20]. This applies to Al providers as well as to users — both are required to practice
self-limitation in the sense of responsibility. Since a necessary self-limitation on the part of Al
providers — to avoid illegitimate harm — cannot be assumed, collective self-limitation by society
must be seen as an alternative. However, a compelling rationale is requisite to facilitate an
understanding of this. Theoretically, it would be necessary to attempt to create a consensus in
an intersubjective process regarding what harm — resulting from the use of Al — can be tolerated
by a broad majority in society. In this context, it is imperative to acknowledge the need to
accommodate conflicting interests, which must be given due consideration [Sucl5, p. 131f].
Thus, it is reasonable to assume that the direct consent of all parties regarding any decision in the
context of Al in general or ChatGPT in particular cannot be expected, so it is important that “the
procedures and processes by which it comes about [...] can be accepted by the parties concerned
[.]” (own translation) [Suc15, p. 131f]. In this regard, the *do no (illegitimate) harm’-framework
could provide an approach to legitimizing restrictions and thus a basis for a shared understanding,
which is necessary for fundamental recognition of the addressees.

This approach could additionally serve to support a necessary objectification of the argumen-
tation in the context of the use of Al since there is a discrepancy in the perspectives of propo-
nents and opponents of the technology. Continuing this thought, a ’do no (illegitimate) harm’
framework could also be useful in the sense of goal-framing theory [Lin22]. This is because
one of the relevant causes of conflicts results from focusing on a single overarching goal. The
resulting consequence is that ‘[O]verarching goals capture the entire mind (combining cognitive
and motivational processes) and activate entire classes of goals, such as searching for “what’s
in for me?” (relating to any kind of goal leading to personal gain) versus searching for “what
is the appropriate thing to do here?” (relating to any kind of goal leading to what is morally
right)[.]” [Lin22]. This can result in harmful side effects of which the person may not be aware.
It is therefore essential to identify the corresponding frames so that an consensus can be reached
on an appropriate course of action. This must also be seen in the context of the responsibility
that falls to the users, since the legal framework does not provide sufficient protection.

Finally, the framework must be evaluated in terms of the transparency required in the context
of Al, amongst others that users fulfill their obligation - outlined in Article 4 of the Al Act - to
educate themselves about the Al they use.

Although our framework shares conceptual overlap with existing frameworks such as NIST
Risk Management Framework [Joi18] and NIST Artificial Intelligence Risk Management Frame-
work [E1h23], we argue that these frameworks are either too rigid or too permissive, in the sense
of Morley et al. [MEG*21]. Moreover, for initial assessments and experimental deployments
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of new (Al) technologies, existing frameworks are often overly complex, placing a significant
organizational burden—particularly on small and medium-sized enterprises, which may lack the
necessary resources to implement them.

The AI Restriction Pipeline is designed to be lightweight and to establish a clear, initial pro-
cedure within organizations. Its goal is to foster awareness of and consideration for illegiti-
mate harms by encouraging the collection and evaluation of documented incidents related to
the Al technology at hand. Especially, the justification layer ensures that risks are only under-
taken when appropriately reasoned and proportionate [WNAC19], thereby preventing illegiti-
mate harms while simultaneously avoiding unnecessary barriers to innovation.

Established IT and Al risk management frameworks can be implemented in a subsequent
phase, once technology and the organization have reached a certain level of maturity and scale.
This staged approach aims to prevent scenarios in which potential illegitimate harms are only
addressed retrospectively, and often too late, at a point when market withdrawal becomes difficult
due to integration with other systems or dependency on product-generated revenue, which can
create conflicts of interest that undermine responsible self-regulation and self-restraint.

While our framework can be applied to technology in general, it is particularly well-suited to
contexts in which the consequences of deployment are difficult to anticipate, such as Al technolo-
gies. Traditional technologies can often be tested against predefined rules, whereas Al systems
pose unique challenges due to their wide-ranging applications and the difficulty of forecasting
harms. Our framework is intended not as a prescriptive checklist, but rather as a guiding struc-
ture that encourages critical reflection and supports deliberation, serving as a foundation for an
informed discussion on responsible technology deployment.
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